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MAKING SENSE OF THE EQUIFAX BREACH AND WHAT YOU SHOULD DO NOW 
 

What is the Equifax breach? 

On Thursday of last week Equifax, one of the three main credit reporting organizations in the United 

States, disclosed the discovery of a significant data breach which is believed to have impacted as many 

as 143 million consumers in the United States. The attack, which occurred between mid-May and July, 

enabled hackers to access names, Social Security numbers, birth dates, addresses, some driver's license 

numbers, and about 209,000 credit card numbers, in addition to various other documents containing 

personal information of consumers. Equifax reportedly discovered they’d been compromised on July 

29th and attributes the breach to vulnerability in a web application. 

So how big of a deal is this? 

In this brief note, we want to take the opportunity to explain what we know of the breach so far and 

provide some opportunities for you to proactively protect your identity in the wake of this breach. It 

goes without saying that any personal data breach should be taken VERY seriously. This one just seems 

to hurt a little more since Equifax is an institution we have trusted for years to properly report our 

credit standing, and even more importantly, protect it.   

Equifax, TransUnion and Experian are known as “the big three” credit reporting agencies. Potential 

creditors, insurance companies and other financial institutions pull your information upon 

authorization to check your credit standing. Your credit score is comprised using various data such as 

your level of debt, payment history, the lenders you work with and your credit mix.  The type of 

information used for credit reporting is so comprehensive that if someone was able to obtain it, they 

could do real harm through actions like using your identity to open new accounts and lines of credit. 

You have heard of other breaches in the past like those that occurred with Target and Home Depot - As 

of right now, this breach is larger than both of those COMBINED. This breach is historic in many ways. 

What is the Equifax Security 2017 website I keep hearing about? 

In what appears to be an effort to help fend off issues stemming from the breach, Equifax has set up a 

website that you can use to see if you are among the many impacted. The site which they’re calling 

Equifax Security 2017 can be found at: https://www.equifaxsecurity2017.com.   

At this time, we cannot verify whether this is a secure site or not, although they do appear to have 

taken the steps to purchase a secure certificate for the site, which means it should have a secure 

connection.  As stated by Jason Nickerson, Senior Vice President here at JGUA, “The Equifax Security 

site asks for the last 6 digits of your social security number. I don’t know about you, but I would be a 

little “gun shy” about providing any information like that to a website set up by an institution that just 

got hacked, and oh by the way, set up in what I can only imagine was in a “state of panic”.”  Nickerson 

went on to say, “I did go through the process of the site anyway so I knew what my friends, family and 
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clients would experience.  It came back and told me that my information WAS involved in the hack. This 

is to be expected as we are talking about half the population here.  Let me put it this way; there is a 

50% chance that your information was stolen. If you are concerned about the continued security of the 

Equifax site, you should go ahead take action as if your information was in fact compromised.”   

As a short term remedy, Equifax is also offering one year of free credit monitoring for anyone who signs 

up through the Equifax Security 2017 site, regardless of whether or not you are found to have had your 

information compromised.  This attempt to appease consumers ended up causing additional turmoil 

for Equifax though as it was quickly discovered in the “fine print” that consumers who registered for 

this service, were giving up their right to participate in future claims settled by arbitration as a result. 

Equifax quickly rectified this issue and through their website has stated: “In response to consumer 

inquiries, we have made it clear that the arbitration clause and class action waiver included in the 

Equifax and TrustedID Premier terms of use does not apply to this cybersecurity incident.”  Therefore 

anyone who signs up for the free year of credit monitoring service does not waive their rights to 

arbitration by doing so. 

Despite their attempt to ease consumer fears, the question remains “Does one year of credit 

monitoring make you feel better?”  As far as we’re concerned the answer is “NO!”  The impact of a 

consumer data breach of this magnitude will go on for years to come.   

So what CAN I do to protect myself? 

Now let’s get to the proactive steps you can be taking to potentially block any damage to you or your 

credit from this breach or any breach going forward:  

1. Proactively monitor your own credit: Years ago, the federal government mandated that the big 

three set up a way for us to check our own credit report at least once per year.  The website is: 

https://www.annualcreditreport.com.  This allows you to run your credit report for free from 

each of the big three.  Instead of running them all at once, spread them out throughout the 

year to give you better monitoring.  Run one now from say Experian, then four months from 

now TransUnion, then four more months from Equifax. 
2. Set up alerts with your credit cards: Many institutions these days offer text and/or email alerts 

whenever your card is used, used in a transaction without the card present, etc.  Check with 

your credit cards what type of alerts can be set up. 
3. Change your passwords:  This is just a solid habit to get into.  Set a reminder for yourself to 

change your passwords in certain intervals (i.e. every 60 or 90 days). 
4. Purchase an ongoing credit monitoring service. There are services on the market like LifeLock 

or Identity Guard which each have different packages and cost structures.  Review what they 

offer to consider what suits you and your personal situation the best.  Reviewing this type of 

service is something our advisors would be happy to help you with. 
5. Change your credit cards: This is a more intense way of protecting your credit accounts.  You 

can call your credit cards to request a new card with a new number.  Just remember, you will 

need to update any automatic payments coming from those accounts as well. 
6. Freeze your credit: With each of the big three agencies, you can place a “freeze” on your credit.  

What this will do is not allow even your information to be reported to an institution that 
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requests it or allow for new lines of credit, accounts, to be opened.  When you freeze your 

credit, you will set up a user name and password that allows you to log back in to temporarily 

un-freeze your credit if you are opening a new account.  You will set up a different login with 

each agency, so if you are seeking a new credit line, you can ask which institution they will 

check your credit with and just go in to that one to unfreeze.  Once done, you can then go back 

and re-freeze your credit.  Remember, it is not just credit card companies that check your 

credit.  It is banks, insurance companies (like the one that has your homeowners and auto 

policies) and various other companies for various reasons, even cell phone providers will often 

check your credit when you are enrolling in a new plan. 

This is not a totally exhaustive list and some may not be steps you are willing to take.  These are ideas 

for you to consider and even discuss with an advisor on our team who can help personalize your 

approach to monitoring and protecting your identity and credit.   

On behalf of all of us here at John G. Ullman & Associates we hope that this helps answer some of the 

questions you may have had about this incident.  We will certainly continue to monitor this situation 

for any substantial updates. As always, remember we are here to help! If you would like assistance 

regarding this, or any other area of life that could impact your finances, please reach out to one of our 

advisors to set up some time to discuss, and hopefully ease your mind.  
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